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Identify the program reviewers and any external accrediting body:
Dr. Simone Ludwig, Professor and Chair of the Department of Computer Science at North Dakota State University (NDSU)

Items A & B should address the following issues: mission centrality, program quality, cost, program productivity, plans for the future, and assessment of progress.

2(A). Describe the strengths and weaknesses identified by the reviewers
The reviewer's overall judgment was that the program is strong and well positioned, with a clear identity and demonstrable institutional backing. Several strengths were named repeatedly across the report:
Mission and workforce alignment. The program's goals were judged appropriate for doctoral education in cybersecurity, well matched to the university's mission, and consistent with national expectations for preparing graduates for research, leadership, and advanced practice. The reviewer also noted the program's awareness of current field trends, including interdisciplinary approaches that integrate technical, managerial, and policy perspectives.
Curriculum design and currency. The curriculum was described as well structured, with coursework, research methodology, and a substantial dissertation component. Specialization tracks were identified as a positive feature that lets students align study with their interests and backgrounds. The reviewer highlighted that courses are updated almost every year, an important strength in a fast-moving field.
Research and technology infrastructure. Access to advanced research facilities and specialized cybersecurity laboratories was called a major strength, as was the alignment between the program and the university's broader technology focus. The primarily online delivery model, paired with required in-person residencies, was viewed as providing flexibility without sacrificing engagement.
Student experience. Feedback from current students was described as especially strong. Students praised faculty quality, academic rigor, the unique nature of the program, DSU's reputation in cybersecurity, affordability, and the overall value of their education. They specifically cited excellent advising from professional advisors and described the residency as highly beneficial, with meaningful interaction and strong faculty feedback.
Student support and admissions. The two-tier advising model, combining professional and faculty advisors, was recognized as addressing both administrative and academic needs. Strong applicant demand and selective admissions were seen as supporting program quality.
Workload management and program milestones. The department's assignment and monitoring of faculty workload was named a notable strength and a proactive approach to maintaining quality. Comprehensive examination outcomes and retention rates indicated that students are generally well prepared.
Internal coherence. Leadership, faculty, and students described the program's goals, strengths, and challenges consistently. The review notes that this shows a sense of a shared understanding of program direction.
2(B). Briefly summarize the review recommendations
The concerns raised were framed as typical of a program at this stage of maturity rather than as deficiencies:
Research culture and productivity. The reviewer identified the program's unique research culture as a frequent observation from faculty. The reviewer noted that faculty/student collaborative publication patterns reflect the nature of remote, typically full-time employed, students as opposed to a traditional residential program.
Early research engagement. Students were seen as beginning research activity too late; more structured early research involvement would improve preparation for dissertation work.
Faculty capacity. Although workload is currently well managed, the volume of dissertation supervision commitments is significant, and sustaining capacity as enrollment grows was flagged as the key area to monitor.
Assessment breadth. Existing assessment practices were judged appropriate but narrow. Greater emphasis on learning outcomes, research productivity, and graduate placement was recommended, and this area was described as still developing.
Emerging long-term outcomes. Research impact and graduate placement data remain limited, and outcome tracking needs to be expanded.
Sustained investment and benchmarking. Continued investment in research support and faculty development, along with ongoing strategic planning and benchmarking against peer institutions, was identified as necessary for future development.
2(C). Indicate the present and continuous actions to be taken by the college or department to address the issues raised by the review. What outcomes are anticipated as a result of these actions?
Research Core Redesign and Early Research Engagement
Present actions. A study is currently underway within the college to streamline research cores across all Ph.D. programs. The evaluation is examining how research coursework and milestones are sequenced, with the goal of creating more flexible entry and exit points for students conducting research. This work responds directly to the reviewer's recommendation that students begin substantive research activity earlier in the program.
Continuing actions. Findings from the study will inform revisions to the research core sequence, to be brought forward through the college curriculum process. The department will align Cyber Defense program milestones with the revised structure once recommendations are finalized.
Anticipated outcomes. Students will be able to enter research activity at the point that fits their background and preparation rather than at a single fixed stage, allowing those who arrive research-ready to begin sooner. Flexible exit points are expected to reduce unnecessary sequencing delays between coursework and dissertation work. Over time, the department anticipates earlier formation of student research agendas and stronger preparation entering the dissertation phase. Shared research cores across programs are also expected to improve efficiency in delivery and open opportunities for interdisciplinary student collaboration.

Faculty Capacity for Research Supervision
Present actions. The Department Chair continues to assign and monitor workload with specific attention to dissertation supervision commitments, a practice the reviewer identified as a proactive strength. Growth across all graduate areas of the department has been substantial and is documented in current enrollment reporting.
Continuing actions. Given this growth, additional faculty lines are expected, which will expand the pool available for dissertation supervision. The department will continue to review admissions targets against available supervisory capacity prior to each admissions cycle, and will expand the number of dissertation-eligible faculty through new hires and, where appropriate, credentialing of existing faculty.
Anticipated outcomes. Supervision load per faculty member is expected to stabilize or decrease even as enrollment grows, addressing the reviewer's primary capacity concern. Additional lines are also anticipated to increase the breadth of research specializations available to students, improving advisor-student matching. Sustained retention and time-to-degree are expected to be maintained through the growth period.
 
Program Assessment
Present actions. The department has worked with the university assessment team to formulate a revised program assessment plan. The plan introduces midpoint performance checks during the program and more extensive assessment of student preparation for engaging in dissertation and Ph.D.-level research. This directly addresses the reviewer's finding that assessment practices, while appropriate, relied heavily on comprehensive examinations and end-stage dissertation evaluation.
Continuing actions. The revised plan was tentatively implemented in the Spring of 2026 with some data already available from past years. Assessment findings will be used to inform curricular revision on a defined cycle.
Anticipated outcomes. Midpoint checks are expected to identify students needing additional research preparation before they reach the dissertation stage, when intervention is most costly. The department anticipates earlier detection of gaps in research readiness, more targeted advising, and an evidence base for curricular decisions that currently rests on informal faculty judgment. Over time, this should support both retention and dissertation quality.
 
Faculty Professional Development
Present actions. Professional development support is available through the college’s professional development fund. The university continues to invest in computing infrastructure that the reviewer identified as a major program strength.
Continuing actions. Current financial constraints may limit expansion of faculty professional development funding beyond present levels. 
Anticipated outcomes. Maintenance of current professional development activity despite budget limitations, with available resources concentrated where they most support the research goals identified in the review. The department notes that a sustained inability to expand this support would constrain the pace of growth in research productivity, and will monitor this as a risk in annual planning.
Identify the undergraduate cross-curricular skill requirements as part of programmatic student learning outcomes and identify assessment methods for cross-curricular skill requirements as outlined in Board Policy 2.3.9.
These are not applicable for a PhD program.
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