


	
	

	[image: ]
	
SOUTH DAKOTA BOARD OF REGENTS
ACADEMIC AFFAIRS FORMS


	
	Substantive Program Modification Form


	
	



Use this form to request minor changes in existing programs (majors, minors, certificates, or specializations). 

	UNIVERSITY:
	DSU

	CURRENT PROGRAM DEGREE:
	Associate of Science

	CURRENT PROGRAM MAJOR/MINOR:
	Network and Security Administration

	CURRENT SPECIALIZATION (If applicable):
	N/A

	CIP CODE:
	11.0101

	UNIVERSITY DEPARTMENT:
	Cyber Defense

	BANNER DEPARTMENT CODE:
	DCOC

	UNIVERSITY COLLEGE:
	Beacom College of Computer and Cyber Science

	BANNER COLLEGE CODE:
	DSCI



University Approval
To the Board of Regents and the Executive Director: I certify that I have read this proposal, that I believe it to be accurate, and that it has been evaluated and approved as provided by university policy.
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	4/14/2026
	Vice President of Academic Affairs or 
President of the University
	
	Date



	



1. This modification addresses a change in (place an “X” in the appropriate box):

	☐	Total credits required within the discipline
	☐	Total credits of supportive course work

	
	
	
	

	☐	Total credits of elective course work
	☐	Total credits required for program

	
	
	
	

	☒	Program name
	☐	Existing specialization

	
	
	
	

	☐	CIP Code
	☐	Other (explain below)

	☐	Modification requiring Board of Regents approval 
Must have prior approval from Executive Director or designee


2. Effective date of change: 8/1/2026

3. Program Degree Level (place an “X” in the appropriate box):

	Associate
	☒	Bachelor’s
	☐	Master’s
	☐	Doctoral
	☐


4. Category (place an “X” in the appropriate box):

	Certificate
	☐	Specialization
	☐	Minor
	☐	Major
	☒


5. If a name change is proposed, the change will occur (place an “X” in the appropriate box):

	☐	On the effective date for all students



	☒	On the effective date for students new to the program (enrolled students will graduate from existing program)

	
	



	Proposed new name: 
	Cyber and Network Security

	
	Reminder: Name changes may require updating related articulation agreements, site approvals, etc.



6. [bookmark: _Hlk114218254]Is the program being modified associated with a current articulation agreement?   
	Yes
	☒	No
	☐

a. If yes, will the articulation agreement need to be updated with the partner institution following the approve of the program change? Please explain:

Existing articulation agreements will remain in effect, as there are no curriculum changes. The agreements will be reviewed and updated according to the established timeline with partner institutions.

7. Primary Aspects of the Modification (add lines or adjust cell size as needed):

No changes to curriculum

8. Explanation of the Change:
The proposed modification is a program name change from Network and Security Administration to Cyber and Network Security. This change does not alter the curriculum, credit hours, program requirements, or learning outcomes. Instead, it is a strategic update to better align the program’s title with current industry terminology, student expectations, and workforce demand.
Over the past decade, the field of information technology has shifted significantly. The term “cybersecurity” has become the dominant and widely recognized language used by industry, government, and academia to describe the protection of systems, networks, and data. While the existing program name includes “security,” the phrase “Network and Security Administration” emphasizes administration functions and does not fully convey the depth of cybersecurity content embedded in the curriculum.
The proposed name, Cyber and Network Security, more accurately reflects the program’s existing coursework, which includes:
· Offensive and defensive cybersecurity 
· Threat hunting and incident response 
· Computer forensics 
· Cyber law and policy 
· Secure systems and network operations 
This change ensures that the program title clearly communicates both the technical networking foundation and the cybersecurity focus that graduates develop.
In addition to alignment with curriculum, this modification is driven by student recruitment and market visibility considerations. Prospective students and their families increasingly search for and recognize programs using the term “cybersecurity.” Programs that do not explicitly include this terminology risk being overlooked, even when their content is highly relevant. By incorporating “Cyber” into the program name, Dakota State University improves:
· Searchability in online and recruitment platforms 
· Immediate recognition of program relevance 
· Alignment with student career interests in cybersecurity 
This is particularly important given DSU’s national reputation in cyber operations and cybersecurity education. The updated name strengthens consistency across programs and reinforces the university’s identity as a leader in cyber-focused education.
Furthermore, the revised name aligns more closely with industry job titles and career pathways, including roles such as:
· Cybersecurity analyst 
· Network security engineer 
· Threat analyst 
· Security operations specialist 
Employers consistently use “cybersecurity” as a primary descriptor in job postings. Aligning the program name with this terminology helps ensure that students can more easily connect their degree to career opportunities.
Importantly, this is a non-disruptive change. There are:
· No changes to curriculum or credit requirements 
· No impact on program rigor or academic outcomes 
· No negative impact on currently enrolled students 
The modification is forward-looking and applies only to new students, while honoring all existing program commitments and articulation agreements.
In summary, this change is a strategic, low-risk enhancement that improves program clarity, strengthens alignment with DSU’s mission, and positions the program more competitively in a rapidly evolving and highly visible field.
For substantial modifications requiring Board approval, complete the items below.  References to external sources should be documented with a footnote (including web addresses where applicable).

9. Date of approval from the Executive Director or designee.

10. Identify the program modification requested.
The requested modification is a program name change for the Associate of Science (and separately, Bachelor of Science) in Network and Security Administration to Cyber and Network Security.

11. Provide justification for the desired modification.
The proposed name change reflects the evolution of the field and more accurately represents the program’s curriculum, which already includes significant cybersecurity content such as offensive security, defensive security, threat hunting, cyber law, and forensics.
The term “Cyber and Network Security” is more aligned with:
· Current industry standards and job market terminology 
· Student expectations and recruitment trends 
· Peer and competitor program naming conventions 
This change improves clarity and marketability without altering the academic integrity or structure of the program.
12. Would the requested modification require a change to the catalog description and/or the program learning outcomes?  If so, describe.
Yes, minor updates will be made to the catalog description to reflect the new program name.
· References to “Network and Security Administration” will be updated to “Cyber and Network Security.” 
· Language will be slightly modernized to emphasize cybersecurity alongside networking. 
No substantive changes will be made to program learning outcomes, as they already align with the proposed name.
13. Indicate the number of students currently enrolled in the program.
There are 29 students enrolled in the AS for Network and Security Administration.

14. Describe the real impact to students.

  No impact to current students: they will graduate under the existing program name. 
  Future students will benefit from a clearer, more industry-aligned program title. 
  The change may improve recruitment, understanding of program focus, and employability perception. 
  No changes to coursework, degree requirements, or time to completion.

15. Describe the real impact to the university.

  Improves program alignment with DSU’s cybersecurity mission and brand. 
  Strengthens recruitment and marketing effectiveness. 
  Enhances external perception of program relevance and currency. 
 Requires minor administrative updates (catalog, website, advising materials), but no structural changes.

16. Describe any cost associated with the program modification.
There are no significant costs associated with this modification.
Minor administrative updates may include:
· Catalog revisions 
· Website updates 
· Marketing materials 
These will be absorbed within existing operational resources.
17. Describe any risks and unintended consequences associated with the program modification.
Risks are minimal.
Potential considerations:
· Short-term confusion during the transition period between program names 
· Need to ensure consistency across advising, marketing, and articulation materials 
These risks will be mitigated through clear communication and coordinated updates across university systems.
18. Would this modification be effective for current and future students, or only students who enroll following the change?
This modification will apply only to students who enroll following the effective date (8/1/2026).
Current students will complete and graduate under the existing program name.
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